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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 098041 
ORIGIN SS-25 

INFO OCT-01 ISO-OO SSO-OO CCO-OO /026 R 

DRAFTED BY S/S-0:RGAMBLE:CFO 
APPROVED BY S/S— :PTARNOFF 
EUR/SOV:SMCCALL (SUBST) 

OC/S:DLOCKNER 
DESIRED DISTRIBUTION 
S/S, EUR, OC ONLY 

051151 180020Z/61 

O 172346Z APR 78 

FM SECSTATE WASHDC 

TO AMEMBASSY MOSCOW IMMEDIATE 

CONFIDENTIAL STATE 098041 

ST ADIS//////////////////// 

EXDIS FOR AMBASSADOR AND S/S FROM EXECUTIVE SECRETARY 

E.O. 11652: XGDS-2 

TAGS:AFAC, AFOP, OVIP VANCE 

SUBJECT: HANDLING OF HIGHLY SENSITIVE TRAFFIC 

REF: MOSCOW 7931 

1 . GIVEN POSSIBILITY OF COMPROMISE OF ON-LINE TRANSMITTED 
MATERIAL (AS INDICATED BY ENCLOSURE TESTS PARA 4, REFTEL) 

MOST HIGHLY SENSITIVE TRAFFIC TO AND FROM SECRETARY’S 
PARTY MUST BE TRANSMITTED OFF LINE. CONSEQUENTLY, PARA 
GRAPH 13 OF STATE 89050, SUBJECT: SECVISIT-COMMUNICATIONS 
CABLE TRAFFIC, IS HEREBY MODIFIED TO PRECLUDE USE OF ON- 
LINE TRAFFIC FOR MOST HIGHLY SENSITIVE TRAFFIC AS DETER- 
MINED BY S/S TEAM. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 098041 

2. EUR SOV WILL HOLD TO MINIMUM POSSIBLE TRANSMITTAL OF 
HIGHLY SENSITIVE NON-TRIP RELATED TRAFFIC DURING SECRE- 
TARY'S PRESENCE. PLEASE ASSURE THAT SAME SAFEGUARDS ARE 
FOLLOWED FOR POST'S OUTGOING TRAFFIC. 

3. OC IS LOOKING INTO MEANS TO RESOLVE PROBLEM. CHRISTOPHER 
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